Model Secondary School Policy on the Use of Generative Al (G-Al)
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1. Purpose

This policy aims to guide the safe and appropriate use of Generative Al (G-Al) technologies within
the <name of school> including teachers, children and young people (CYP), and staff. The policy
focuses on educational purposes, safeguarding data privacy, ensuring compliance with copyright
laws, and promoting ethical use.

G-Al holds incredible potential for enhancing pedagogical methods, customising learning
experiences, aiding administrative efficiency and driving educational innovation. Harnessing this
technology effectively necessitates a comprehensive set of guidelines to uphold our shared values
and ensure the successful incorporation of Al into our school community.

2. Applicability and Scope

This policy applies to all staff, pupils, governors, volunteers, and visitors who utilise our generative
Al resources both on and off the premises. It covers all forms of G-Al technology that support
learning, teaching, assessment, pupil wellbeing and administrative processes.

Users should adhere to this policy whenever they engage with the G-Al tools provided by the
school, ensuring the predictive text and content generated aligns with our educational objectives
and ethical standards.

This policy will also extend to any party intending to introduce a new G-Al tool to our school
system. The tool will be scrutinised in accordance with our evaluation processes to ensure
compliance with academic standards, usability, privacy considerations, and accessibility needs
before being deployed for use.

1. Introduction to G-Al

Generative Al (G-Al) refers to technologies that can generate content such as text, images, and
audio based on prompts or inputs provided by users. In an educational context, G-Al can be used



as a tool to enhance learning, support creativity, and assist with administrative tasks. This policy
outlines how G-Al can be used effectively and responsibly within the school.

2. Governance and Oversight

2.1 Leadership and Oversight

The Headteacher or, designated member of the SLT, will be responsible for the overall governance
and strategic use of G-Al at the school. This includes:

+ Reviewing and updating the G-Al policy regularly.
+  Ensuring that the technology is used responsibly and in line with educational goals.

+  Monitoring the effectiveness of G-Al tools and ensuring they support, rather than hinder, learning
outcomes.

«  Critically evaluate Al-generated content for potential biases or inaccuracies and understand the
limitations of Al and the importance of cross-referencing with trusted sources

+  Ensuring that staff are trained on the ethical implications of using G-Al. The fast moving changes in
the field mean that careful review will be needed.

2.2 Data Protection Officer (DPO)

The school’s Data Protection Officer will oversee the safe handling of data in G-Al tools, ensuring
compliance with data protection laws and regulations. The DPO will:

«  Ensure that all Al tools used in the school adhere to strict data security standards.

+ Regularly audit the tools to ensure that no personal or sensitive data is improperly processed or
stored.

2.3 Reviewing Tools

Only G-Al tools that have been vetted for educational purposes, age restrictions and data
protection compliance should be used in the school. All tools must be reviewed for:

+ User data security and privacy features.
+  Compliance with copyright and intellectual property laws.
+  Age-appropriate content filtering and safeguards.

« Age restrictions on use (guidelines from DfE, LA, MAT or other agency)

3. Teacher Use of G-Al

3.1 Purpose of Use

Teachers may use G-Al for educational purposes, including lesson planning, creating educational
resources, providing individualised support to students, doing administrative tasks and enhancing
classroom activities.

3.2 Guidelines for Teacher Use

« Teachers should ensure that G-Al tools are used to complement, not replace, their professional
judgment in teaching and assessment.

+ Teachers must avoid using G-Al to generate content that could be misleading, inaccurate, or
inappropriate for the age group.



Use of G-Al should always be in alignment with the school’s curriculum and educational goals.

Any Al-generated content used in lessons or materials should be clearly acknowledged as Al-
generated when appropriate.

Teachers should receive training in the ethical use of G-Al and how to ensure that it is used in a way
that promotes equity and inclusion.

Teachers should use any school materials in their prompts only with clear permission from the
school and in accordance with copyright and Intellectual Property Rights (IPR) guidelines.

Any G-Al tools used in the classroom must conform to the guidelines outline in this policy including
age restrictions.

Teachers need make clear to CYP the extent and acknowledgement of use of G-Al tools in the
completion of work either in the classroom or in the home.

G-Al technologies presents opportunities for supporting pupils with learning difficulties, providing
personalised support and learning pathways. Teachers should check to ensure suitability in the
school and individual context.

If G-Al is being used for coursework or work submitted for external assessment then the Joint
Council for Qualifications (JCQ) guidance should be referred to - https://www.jcqg.org.uk/exams-
office/malpractice/artificial-intelligence/

3.3 Data Protection and Privacy

Teachers must ensure that any data input into G-Al tools complies with the school's data protection
policies, including GDPR (General Data Protection Regulation) requirements.

Teachers must not input any personal, sensitive, or identifying information about CYP into Al tools
without explicit consent and consideration of data privacy.

The use of G-Al for personal statements, risk assessment or SEND statements should be
undertaken only with careful guidance from SLT.

4. Children and Young Person’s Use of G-Al

4.1 Access and Permission

In school CYP should only use G-Al tools under the supervision of a teacher and with clear
educational intent. G-Al is an incredibly powerful tool for aiding learning but should not
overshadow the importance of original thought. Pupils may use Al to help generate ideas and
structure assignments, however critical analysis, reasoning and development of argument should
be demonstrably their own. If using generative Al, pupils should aim to enhance their original
contributions not replace them.

CYP should not use G-Al tools independently for tasks that require personal judgment or ethical
considerations.

Any use of G-Al in the classroom will be supervised to ensure that the content generated is suitable
and appropriate for their age group.

Any use of G-Al suggested at home use should take the above into consideration as well as
questions around digital divide and access. Parents should be involved if G-Al use is required at
home.


https://www.jcq.org.uk/exams-office/malpractice/artificial-intelligence/
https://www.jcq.org.uk/exams-office/malpractice/artificial-intelligence/

Use of G-Al at home or in class should conform to the guidelines give by the class teacher / school
and, as requested, use of prompts, tools, sources and assistance provided should be
acknowledged.

4.2 Guidelines for CYP

CYP should understand that G-Al tools generate content based on patterns in data, which may not
always be accurate or reliable, CYP are responsible for checking accuracy.

CYP should be encouraged to critically evaluate Al-generated content and learn how to identify
biases or errors.

CYP must not input personal information (including their own or others’ names, addresses, or other
identifying data) into any Al tools, or materials that are copyright to the school or others (e.g.
textbooks, worksheets etc...)

Use of Al tools should focus on enhancing creativity, research, and problem-solving skills, not
replacing independent thinking.

Al tools must not be used to impersonate individuals or organisations, in a misleading or malicious
manner, or to generate content that is unlawful, harmful, or offensive.

The use of G-Al by children should be for support, guidance and scaffolding (as directed) and not for
the full completion of work - no work should be claimed as original work if G-Al is used.

If G-Al is to be used for externally assessment (GCSE, BTEC, A level etc...) then guidance from the
teachers should be carefully followed to protect against accusations of plagiarism and consequent
disqualification.

4.3 Safeguarding

Teachers will ensure that the use of Al does not expose CYP to inappropriate content, harmful
language, or online dangers.

Content filtering and safe-use practices must be in place to ensure the safety of CYP.

Regular lessons will be given on how to safely and responsibly use digital tools, including Al, in a
learning environment.

At present, technologies that claim to detect content developed by generative Al are not sufficiently
accurate to make reliable determinations of cheating and plagiarism. Therefore, while teachers might
use such systems to inform the feedback they provide to students about improving their writing,
such systems should not be relied upon to determine responsibility in cases where plagiarism is
suspected.

5. Data Protection and Privacy

5.1 Data Protection Principles

The implementation of generative Al technologies necessitates the collection and processing of a
variety of data. The school is committed to protecting the privacy and security of personal data
under the applicable laws, including GDPR. The following principles will be adhered to:

Personal data collected through Al tools will only be used for educational purposes.

CYP’s and staff members' data will be anonymised or pseudoymised wherever possible when used
in Al tools.

All personal data used by Al systems will be stored securely and never shared with third parties
without consent, unless required by law.



Parents will be informed if CYP's data is required to use an Al tool, and consent will be sought.
5.2 Data Minimisation

Al tools should collect the minimum amount of personal data necessary for their intended
educational purpose.

Data such as student names, ages, or learning progress may be used for the purposes of tailoring
educational content, but must not be stored or shared beyond the immediate educational context.

If CYP data is used in applications then it should be anonymised or PRN numbers used as a
substitute.

5.3 Storage and Retention of Data

Any data provided by CYP or staff to Al systems will be retained only for as long as necessary for
the intended educational purpose, after which it will be securely deleted or anonymised.

6. Copyright and Intellectual Property

6.1 Ownership of Al-Generated Content

Any content generated by G-Al tools (e.g., text, images, or videos) used in the classroom remains
subject to copyright law.

If a G-Al tool generates content, the copyright for that content is likely owned by the developer of
the tool or the tool’s service provider.

Teachers and CYP must be made aware of the copyright status of any G-Al generated content and
must ensure that the use of such content is compliant with relevant copyright laws.

6.2 Attribution

If any G-Al generated content is used for educational purposes (e.g., shared in classroom
materials), appropriate credit should be given to the G-Al tool or platform where the content was
generated.

6.3 Ethical Use of Al-Generated Content

The school promotes the responsible use of Al-generated content in a way that respects the
intellectual property rights of others, both in terms of creation and sharing.

The school will ensure that staff and CYP understand the importance of not plagiarising or claiming
ownership of Al-generated content unless it is explicitly authorised.

7. Conclusion

Generative Al presents exciting opportunities for enhancing teaching and learning, but it must be
used responsibly and ethically. The school is committed to ensuring that its use of G-Al
technologies is aligned with educational goals, safeguards privacy, and promotes the safety and
well-being of all CYP and staff. This policy will be reviewed annually, or as appropriate, and
updated as necessary to reflect new developments and emerging best practices in G-Al use.

Approved by: [School Governing Body]
Date of Approval: [Insert Date]

Next Review Date: [Insert Date]



Appendix A: Letter to Parents

Dear Parents / Guardians of <name>,

As emerging technologies like generative artificial intelligence (G-Al) become more prevalent, our
school is proactively developing principles to guide the safe, effective, and responsible use of
these tools for student learning. After careful consideration, we have established the following
principles:

1. Support Education Goals for All: Al will be thoughtfully used to enhance outcomes for
every student.

2. Privacy & Security: G-Al use will align with regulations protecting student data privacy,
safety, and accessibility.

3. G-Al Literacy: Students and teachers will build skills to critically evaluate and utilise G-Al
technologies ethically.

4. Realise Benefits & Address Risks: We will cautiously explore G-Al benefits while
proactively addressing risks.

5. Academic Integrity: Students will produce original work and properly credit sources,
including Al tools.

6. Maintain Human Agency: G-Al will provide support, not replace educator and student
discretion in decisions. Our staff will set parameters for each class and assignment for
when and how G-Al systems can be used

7. Continuous Evaluation: We will routinely audit G-Al use, updating policies and training as
needed.

We remind parents and guardians that G-Al tools may have age restrictions. For example, Chat-
GPT currently requires users to be at least 13 years old and requires parental or legal guardian
consent for students between the ages of 13 and 18. Their website warns that, “ChatGPT may
produce output that is not appropriate for all audiences or all ages and educators should be
mindful of that while using it with students or in classroom contexts.”

Our goal is to create a learning environment where G-Al technologies empower rather than
replace the human aspects of education. We embrace these technologies cautiously to prepare
students for a future where these technologies are everywhere. Please reach out with any
questions or input on these principles as we navigate this rapidly changing terrain together. We
thank you for your support.

Sincerely,



Appendix B: Examples of Responsible Use

Teachers are expected to model responsible and ethical use of G-Al technologies. This

includes the appropriate integration of these technologies into their lessons, in a manner that
enhances teaching and learning, without compromising academic integrity. Moreover, teachers
should strive to use these tools to inspire creative and original thinking among pupils, rather than
for direct content creation. Teacher's discretion is key in ensuring that the use of G-Al aligns with
our school's educational objectives and ethical standards.

Drafting ideas for lesson plans and other This may be useful for generating ideas and structure but should
activities. be checked for factual accuracy and pedagogic purpose
appropriate to subject / phrase.

Help with design of quiz questions or other Generative Al can quickly generate multiple choice quizzes and
Exercises. assessment ideas, but they should be reviewed carefully for
accuracy and pedagogic purpose.

Customising materials (simplifying language, G-Al can be very useful for this - but care should be taken as to
adjusting to different reading levels, creating the output for the specific requirements of the individual pupils.
tailored activities for different interests).

Providing custom feedback to pupils. Generative Al should not be used to mark pupil
work without careful checking and monitoring - this is an evolving
area of G-Al use.

Writing reports. Teachers might use G-Al to write reports but these should still be
read and checked personally for accuracy and appropriateness.

Detecting whether work is written by Al Detection tools are currently unreliable and should not be relied
upon - though should be given to checking if there are concerns
about providence.

Using generative Al for administration G-Al can be very useful for routine administrative work but
checking and monitoring should be undertaken.

Use of G-Al technologies by CYP hold great potential for enhancing learning, but this also brings
responsibilities. CYP are expected to use these tools in a manner that respects our academic and
ethical principles. This includes acknowledging the sources of Al-generated content and using
these tools to support, rather than replace, their original thinking and creativity.

To formulate ideas, for example, creating essay Generative Al tools are generally effective in producing outlines as

structures. a starting point for an assignment but the use of G-Al should be
referenced.
To receive ongoing feedback on their work. Generative Al will proofread and correct text for CYP, in a similar

way to grammar tools. It will also provide feedback on style and
content. Clear advice on how this should be declared.

As a research tool. A good critical understanding of the tool and its limitations is
crucial here, particularly the tendency for generative Al to give
misinformation.

Generative non-text materials for assignment This can be useful if the creation of these is not the objective of the
assignment - again acknowledge and purpose are core.

Acknowledge of Use CYP should acknowledge use of G-Al in accordance with
guidance from teachers and school policy.



